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GDPR : There is no escape
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GDPR PDF
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Resources

• UK Information Commisioner (ico.org.uk)

ico.org.uk/for-organisations/guide-to-the-general-data-
protection-regulation-gdpr/
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Resources

• Article 29 Data Protection Working Party
• Will become The European Data Protection Board (EDPB) 

ec.europa.eu/newsroom/article29/news.cfm?item_type=1358 
ec.europa.eu/info/law/law-topic/data-protection_en
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Agenda

• GDPR Overview

• GDPR in Practice

• PDF Issues and Opportunities
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GDPR Intent

• Update outdated 1995 Data Protection Directive

• Regulation defines the rights of EU citizens (Data 
Subjects) around the privacy and protection of 
their personal data.

• Strengthen digital economy

• Regulations are binding
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GDPR – Who does it apply to?

• Controllers

A controller (eg an insurance company) determines the 
purposes and means of processing personal data.

• Processors

A processor (eg a service bureau) is responsible for 
processing or storing personal data on behalf of a controller. 

• Data Subjects

Natural Persons
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What Does it Apply To?

• Personal Data of EU Citizens

• Any information relating to an identifiable person who 
can be directly or indirectly identified in particular by 
reference to an identifier.

• Can include
Online Identifiers 
Location Data
Name
Address
Credit Card Details
Birthdate
Photo
Email Address
Social Media Accounts and Posts

Metadata
Workplace 
Phone Number
ID Cards and Passports
Workplace or School
Pseudonymous Data
Genetic Data
Biometric Data
Medical Data
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Data Subject Rights

• Access (Article 15)

• Rectification (Article 16)

• Erasure (Article 17)

• Restriction of Processing (Article 18)

• Data Portability (Article 22)
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Data Subject Rights

• Objection (Article 21)

• Right not to be subjected to automated individual 
decision-making (Article 22)

• Right to lodge a complaint with a supervisory authority 
(Article 77)

• Right to be represented by organisations and others 
(Article 80)

• Right to compensation (Article 82)
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Use Case : Insurance Claims

• Claim Forms

• Police Reports

• Medical Injury Data

• Medical Treatment Costs

• Driving and Criminal 
Offences

• Insurance Terms 
Compliance

• Loss Adjustment Report

• Vehicle Details

• Phone Call Recordings

• Premium Payment Methods
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Article 15 – Right of access by the data subject 

(1) The data subject shall have the right to obtain from the controller 
confirmation as to whether or not personal data concerning him or her are being 
processed, and, where that is the case, access to the personal data and the 
following information: 
…
…
(2) Where personal data are transferred to a third country or to an international 
organisation, the data subject shall have the right to be informed of the 
appropriate safeguards pursuant to Article 46 relating to the transfer.

(3) The controller shall provide a copy of the personal data undergoing 
processing. For any further copies requested by the data subject, the controller 
may charge a reasonable fee based on administrative costs. 3Where the data 
subject makes the request by electronic means, and unless otherwise requested 
by the data subject, the information shall be provided in a commonly used 
electronic form.

(4) The right to obtain a copy referred to in paragraph 3 shall not adversely 
affect the rights and freedoms of others.
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PDF Issues and Opportunities

• Findability

• Redaction

• Security

• Package
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PDF Findability

GDPR Requires PDF Findability …

Top 13 Reasons why you might 
not be able to find that PDF
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Image PDF
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Partial Image PDF
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Custom Encoding
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Handwriting
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Password Security
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Document Permissions
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Email Attachments
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PDF File Attachments
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PDF Vectors
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Very Large PDFs
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PDF Forms

37



A PDF Association Presentation · © 2018 by PDF Association · www.pdfa.org

www.pdfa.org

2018-05-15

Bad PDFs
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Issue Summary – Findability

• Review Requirements

• User Education

• Audit PDF

• Review Standards and Practices
• Manual Tagging is an option

• Review Search Platform & Technologies
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Issue – PDF Redaction

• Right to be forgotten

• Provide information without disclosing that of third 
parties
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Issue – PDF Export and Transfer

• Article 20 – The Right to Data Portability

• “The data subject shall have the right to receive the 
personal data concerning him or her, which he or she 
has provided to a controller, in a structured, commonly 
used and machine-readable formatand have the right 
to transmit those data to another controller”

• CSV, XML, HTML and Images .. or PDF??
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Issue – PDF Export and Transfer

• Key PDF Capabilities
• XMP Metadata
• Associated Files
• Navigation & Accessibility
• Redaction
• Mixed & Analog Content
• Security 

• PDFpackage
• https://www.pdfa.org/pdfpackage-a-lightweight-content-

management-platform/
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Summary

GDPR PDF
Findability
Redaction
Security
Package
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Thank you! Any questions?

Get in touch:  

neil.pitman@aquaforest.com

www.linkedin.com/in/neilpitman

www.aquaforest.com

#AquaforestLtd
4545

mailto:neil.pitman@aquaforest.com
http://www.linkedin.com/in/neilpitman
http://www.aquaforest.com/
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